IPA Data Security:
Boxcryptor Basics with exercise
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Learning objectives

- Understand why Boxcryptor is IPA's recommended encryption software

- Be able to implement basic encryption tasks such as encrypting a folder, and

sharing an encrypted folder with additional users




Setting yourself up with Boxcryptor

Download & install Boxcryptor: Download Boxcryptor for Windows or Mac.

For IPA staff, log in: When you were hired, your manager should have opted
to link a paid Boxcryptor institutional account to your IPA email. Check your

email for an invite, or check the status of your account with the IT team by

emailing support@poverty-action.org. Never create your own free account.

For non-IPA staff, create an account: You can create your own free account

online, or follow your organization’s instructions.
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Why does IPA use Boxcryptor for file encryption?

It is the type of encryption software required by IRBs to ensure only the right people from

your project can view sensitive data linked to PlI

It works with both Box and Dropbox

It allows you to collaborate and work with files easily

It allows users to manage their own passwords
It allows users to grant granular, folder/file level access to other users

It offers an institutional license which provides IPA with additional opportunities to manage

|PA users and files | P
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A clarifying note on sharing settings

Boxcryptor sharing settings are completely separate from Box or Dropbox sharing settings

« For example, imagine that your “Project Folder” on Box is shared with a Country Director, three

researchers, and eight other IPA colleagues.

* You use Boxcryptor to encrypt a subfolder on Box called “Baseline Data”, and save the raw

survey data there - great! But now no one can else see the data!

* You will need to use Boxcryptor to give only those included on your IRB permission to decrypt and
view the data in the “Baseline Data” folder. Maybe that means three Pls and just two IPA
colleagues. Once you share the folder through Boxcryptor with those five people, they will be
able to decrypt and view the data. The remaining CD and six other colleagues will remain on the

entire Box folder, but simply won't be able to decrypt/view the baseline data at all.
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Open Boxcryptor, and log in

Remember, you should already have either an IPA institutional account, or your
own free account if you are not IPA staff

Boxcryptor LLL)

SIGN IN CREATE ACCOUNT

Sign in with your Boxcryptor Account

Email Address
researchsupport@poverty-acti 0n.0rg|

- New to Boxcryptor?

Create your Account here




Click through the mini-tutorial

h Boxcryptor -

((—j Computer »

Local Disk (C:)
\ ]

Boxcryptor (X:)
|

Welcome to Boxcryptor

Boxcryptor creates a virtual drive on your
computer. Open the Boxcryptor drive to access
files from your storage providers. You use the
drive just like in any other folder.

m Boxcryptor -

"q Boxcryptor » Encryp

‘ Settings

Encrypt your files

Right-click on any file or folder in the
Boxcryptor drive and encrypt it. Encrypted files
and folders have a green icon overlay. If you
place a file in an encrypted folder, it will
automatically be encrypted.

- —

If this is your first time using Boxcryptor, take a few moments here -
the short tutorial is very helpful!

h] Boxcryptor Tutorial - x

ﬁﬁ; boxcryptor

Tutorial

Click on a task for detailed instructions.

Open Boxcryptor drive
My Computer — Boxcryptor

Encrypt a file
Right-click file — Boxcryptor — Encrypt

Auto-encrypt file
Select file — Drag to encrypted folder

Manage permissions
Right-click — Boxcryptor — Manage permissions

[ Do not show tutorial again.

Window always on top

e
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Observe the X: drive

Your computer now has a mysterious “Boxcryptor (X:)" drive...

= | Manage Boxcryptor (X - ] *

Home Share View Drrive Tools . ﬂ

# B gk « B X=F BF

W] Copy path

24 Open ESelect all

| Edit o1 Select none
Pinto Quick Copy Paste _ Move Copy Delete Rename Mew Properties
—evTE [7] Paste shorteut  tq I - folder - g History  2H invert selection

Clipboard Organize Mew Open Select

i m » This PC » Boxcryptor (%) ] 2 Search Boxcryptor (X:)

MName Date medified Type Size
» 3k Quick access

This folder is empty.
» ﬂ Boxcryptor

» o OneDrive

~v I This PC
» .‘J 3D Objects
> [ Desktop
» Documents
> ; Downloads
> ﬁ Music
» [ Pictures
> @ Videos
> EE05(C)
> [ Boxeryptor (x)

» Q’ Metwork

0 items H=2 =
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Create a test folder right on your desktop

You are NOT going to play around anywhere near your project data, please!!!
First, create a folder on your desktop called “Demo” or “Test”. Put a couple
simple files inside, like Word or Excel documents. (You can try it out with Stata
files later!) Just create a harmless folder and files for testing.




Add a "location” to Boxcryptor

Right click Boxcryptor (likely hanging out in your system tray) > Settings >
Locations tab > Add button > Choose “Desktop” > Select Folder > OK.

B Boxcryptor settings

& Locations

&% Groups

@ Security

= Account

L} Advanced

- *

Manage Locations

Cnelrnive
u ‘ Ch\Users\LShaughnessy\OneDrive

Link

“

Desktop
ChUsers\LShaughnessy\Desktop

Learn more about locations.

Remove

Tip: You can also add
more useful locations like
Dropbox or Box Sync.

P
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Now go back to the X: drive

Observe that the X: drive no longer appears empty. Your Desktop is visible in X:,
and you can open, view, and edit files from your “test” folder just like you would on
your actual desktop. Try making edits through X: and then opening on desktop!

Home Share Wiew

3 it ; F_"J' ﬂ Open HaSelect all
- & Copy path T Ll Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename New Properties X
access '| Paste shorteut to to - folder - £7) History DD Invert selection

Clipboard Organize MNew Open Select

Boxcryptor
test folder

« v <« Desktop » Boxcryptor test folder v O Search Boxcryptor test folder

~

Name Date modified Type Size
5 Quick access

@ Example Excel doc 8/11/2020 5:42 PM Microsoft Excel W... 7TKB
ﬂ Boxcryptor @ Example Word doc 9/11/2020 5:42 PM Microsoft Word D... OKE

@ OneDrive

AutoSave (@ off) L’__)' O Lindsey Shaughnessy LS

= This PC

J 3D Objects File Home Insert Design  Layout Referenc Mailings Review View Help Acrobat
[ Desktop g =r] [Eloutline "i“ ]’ | IEI o5 Q =
=| Documents =& El oratt T <) -
= Read Print Web Focus Immersive | Vertical Side Show Zoom | Wind
4 Downloads Mode Layout Layout Reader to Side ¥ >
J’.\ Music Views Immersive Page Movement
&= Pictures
B Vvideos
S 0S(C)
K1 Boxcryptor (X I have openad the fils “Example Word doc” through the X: drive,
=nd it looks totally normal! | c2n even editit..
¥ MNetwork
2 items
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It's time to create an encrypted folder!

Make sure you are using the X: drive. Right click inside your test folder, select
New > Folder. Boxcryptor will ask whether the new folder should be encrypted.
Click “Encrypt” to create an encrypted folder! Name it anything you'd like, such as
“My encrypted folder” or “Raw baseline data”.

| est - m] X
eeeeeeeeeee ew lad s
ch g n 55|
*D « xlﬁl ﬂ _ oo Select none
E BG}(CT}"F‘tD‘T Pmat:cgl;ld( Copy  Faste EPaste shortcut N:g‘ie Ctzp'y Delvete Rename f:fd‘u:r Prop'ertles & History EEmver‘tselemon
Clipboard Crganize Mew Cpen Seles
€« T+ Desktop > Boxcryptor test folder [] 5
. -
Do you want to encrypt? o # Quic s §
My encrypted folder AT 09
Bl Boxe B33 Example Excel doc Ex

You are creating an unencrypted file or folder. Do you want to @ Onel 139 Example Word doc
encrypt it? = This P

B [ED]
Mew folder 3

I Desktop

DDDDDDDDD

Encrypt Do not encrypt ¥ Downloads
= ﬁ Music
= es
B




Add a file to your encrypted folder

You know the drill. This IS a test. Just add a Word document or Excel document
or anything you'd like to your encrypted folder - but make sure you are using the
X: drive. You can open, edit, view, save the file like normal.

View

o / ) O &y -
= & cut 4 B x __ﬁ Te| % @l open ~  Hselect all
— = Copy path Lk A Edit Select none
Pinto Quick Copy Paste Maove Copy Delete Rename New Properties
access | Paste shortcut to~ tar - folder - £ History E,Dlnvertselectlon
Clipboard Organize Mew Open Select

« v o <« Boxcryptort.. » My encrypted folder v B Search My encrypted folder

Mame Date modified Type Size
3 Quick access
@ My encrypted Word document 9/11/2020 6:13 PM Microsoft Word D... 0KB

ﬂ Boxcryptor

@ OneDrive

AutoSave (@ off) AN S Lindsey Shaughnessy | LS

[ This PC

i /i i Tew  Wiew A r
| 3D Objects File  Home Insert Design Layout Referenc Mailings Review View Help Acrobat — F

I Desktop El"j Times Mew Roman 22~ = A 0 [B'
F] i
= U ~
| Documents Paste BRI @ H }50 Paragraph | Styles | Editing | Create and Share R
3 Downloads - | AP Apr KA - - - Adobe PDF  Sic

J" Music Clipboard Font = Adobe Acroba

B Boxcryptor 06 i i i
Kl zoxeryptor This document is encrypted and contains very

= Network sensitive information! |

Titem  1itern selected 0 bytes
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Now try to open that file through actual Desktop...

LOG OUT OF BOXCRYPTOR FIRST! Now try to open that same file in the
encrypted folder through your desktop, NOT through the X: Drive. It's not
possible. It's encrypted. It's as if you are not a user permitted to decrypt that file
- it's because you are not accessing it through Boxcryptor.

SIGN IN

Home Share View

Welcome Back Ishaughnessy@poverty-

action.org. ; . = . .
8 & cut P x _;E fi| ¥ Elopen - [ setectan
— %l Copy path - Edit Select none
Paste Move Copy Delete Rename New Properties
'| Paste shortcut taw to~ - folder - £ History EP Invert selection
Clipboard QOrganize New Open Select

« v < Boxcryptort.. » My encrypted folder v | D Search My encrypted folder

MName Date medified Type Size

# Quick access

+ FolderKey.bch 9/11/2020
@ OneDrive ‘1 My encrypted Word document.docx.be 9/11/20

610 PM Boxcryptor folder ... 4KB
15PM Boxcryptar encryp... 16 KB

& This PC
3§ 3D Objects

[ Desktop & My encrypted Word document.docrbe - Notep

= Documents File Edit Format View Help

& Downloads beodl 0 0 O0LIQI* vZEYIV' ATx FD7_[0j2¢1f€*-{"artifact": "header","cipher":
b Music Ds+cDmy9+N7galjMDTwlg10DHCZg1IXINGDizDRgIjgM="}]1}

&=| Pictures

Videos =%8pOAABHOIE “ P-"DvGX<-[1nKI2M0Z 210 _[wBi~il0x

GEAVmE INe <« 192 /G0A; -  BI+SE] ©3B6,,0" IFCT 7 oyes65F,9-

TVFTIVOGE- [N | BIAENYi{&> bRE]. AsJpXAN\E? SVERl-Az™ %110 6A«B Ces AIII[{30.
K Boxeryptor (%) ¢/n¢lgV™) | Z<ign7" &lE-07-UREAY F..¢-»Tuiad: £600,0: 180N~1, ' XX=: I0& “2FPSq]VAe™
»v\™ 2™ #EE,, lin L -tpOEFIrfib} 2z " fiZcE<t€\u5 3B | 3632€D0T . “3h" co " alcep’ Lcbid]

e 05 (C)

WP Network ITEERZ :[~le-ii " 5, ¢ 3, Eij1azF*0aA¥xbv ¢ ARAR ¢ ¢! melAD0"8—IPp™}i~6j09—Au{ -7RE
L4~ TANRC - «Ocu” (* 1°{dKp2(ptanFa® 3glVWaZ - }AFAIhER D1 lc&A™ET n1l] FFtClpéa)
I»\Exlgd®biiiida- x- 18 KEefg™it 6T _
. ) - a-"kOBCXIATY 2, DT 1xAEY 139 Ppy1Y6S1h V7 ;+0™ [0&AB ¢ BIUQS+s06a ¢ “AFazItyEQ <3 ..
Zitems 1 ftem selected 15.6K5 UV €LHeBLIRb™ I £ ) TbAex0S1 » BO@IT 4R 265 A)3 7§ Eb }@ S J P A L >
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Presenter
Presentation Notes
If you change your computer settings to view file extensions, you will see that these encrypted files end in .bc to signal that they should be opened with Boxcryptor. And the encrypted folders contain a key with .bch extension. Even if you try to open it with a text editor, it will be encrypted and unreadable! 


Share an encrypted file

+ | My encrypted folder

Share View

[, Cut x I o [ Open ~ Select all
(]
& E

W] Copy path

Edit Select none
Copy

Move Copy Delete Rename MNew Properties

tor to- folder £ History Invert selection

Clipboard Organize New Open Select

Boxcryptor (... My encrypted folder

Name - Date modified
3 Quick access

@ My encrypted Word document.docx 9/11/2 5PM Microsoft Word D...
ﬂ Boxcryptor Open
@ OneDrive B

New
& This PC Print
B 3D Objects Share with Skype

[ Desktop Open with Sublime Text

=| Decuments ) Convertto Adobe PDF

¥ Downloads T Create and Share Adobe PDF
J\ Music % Combine files in Acrobat...

&=/ Pictures
'Q Boxcryptor Decrypt

\ <
B videos = Share Manage permissions
iz 05(C) Open with > | d@ Create Whisply link
ﬂ Boxcryptor (X:) Restore previous versions Enable Filename Encryption
& Network Send to Show original in My encrypted folder

T Settings
Titem  1item selected 11.6KB

Copy

Create shortcut

Delete

Rename

Properties




Send your encrypted file to [PA!

For IPA staff, please show that you have completed this exercise by emailing your

encrypted file to researchsupport@poverty-action.org.

Remember, do not send any file that contains any kind of PIl from your project.

Please continue reading these slides for a few more tips!
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Inheritance and Boxcryptor

Encryption properties and permissions are inherited from the parent folder. If
you add a file to an encrypted shared folder, the persons who you shared the
folder with can access all encrypted files inside the folder, too.

Blue Lock: Encrypted and permission to
access for Person 1

Red Lock: Encrypted and permission to
access for Person 2

Blue and Red Lock: Encrypted and
permission to access for Person 1 and
Person 2

L




Recognizing Encrypted Files

Boxcryptor allows you to have encrypted and unencrypted files and folders. All
files and folders in the Boxcryptor drive are marked with small icons that
indicate their current state.

ﬂ Encrypted and synchronized \/ Not encrypted and synchronized

Encrypted and synchronization in progress (:) Not encrypted and synchronization in progress

ﬂ Encrypted and synchronization failed X Not encrypted and synchronization failed

T
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Boxcryptor Tips

 File/folder management

‘Remember “adding location” does NOT encrypt the folder - you must encrypt a folder within that location
-Boxcryptor will resync ALL data and files if a new person is added to folder permissions later

*Removing and encrypting only Pll can avoid annoying re-sync of huge files

*A file encrypted through Boxcryptor can be opened in Box (if they are synced)

Do not accidentally email files from the X: drive, as they will be unencrypted (attach from original location)

» Account/password management

Free accounts: don't forget your Boxcryptor password or you will lose all of your data

eInstitutional accounts: still share permissions with 1+ accts, INCLUDING boxcryptoradmin@poverty-
action.org

-Use IPA's institutional Boxcryptor account to avoid the above problems



mailto:boxcryptoradmin@poverty-action.org

Questions?

|PA staff can email or visit the
Non-IPA staff can visit the

If you are viewing these slides as part of a training, please send any questions
through the training's support channels, such as Slack or email.
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I I a
INNOVATIONS FOR

POVERTY ACTION



mailto:support@poverty-action.org
https://povertyaction.force.com/support/s/article/Using-Boxcryptor-Securely-Effectively
https://www.boxcryptor.com/en/contact/
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