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Download and Installation

1. Download the latest VeraCrypt installation file here. Select a version that is supported
by your operating system.

2. Double-click/Run the downloaded executable file. The VeraCrypt Installer should
open.

3. Accept the license terms and click ‘Next’.

4. In the next step, the ‘Install’ option is selected by default. Keep this selection and
click ‘Next’.

The "Extract’ option allows you to use VeraCrypt in portable mode. You need system
administrator privileges to run VeraCrypt in portable mode each time you launch it.
To learn more, click here.

5. Click ‘Install” and wait until you get a prompt telling you that installation has
successfully completed. Click ‘OK’ and then ‘Finish’. VeraCrypt is now installed on
your system.
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https://veracrypt.codeplex.com/wikipage?title=Downloads
https://veracrypt.codeplex.com/wikipage?title=Portable Mode

Creating a VeraCrypt Volume

Step I:

Launch VeraCrypt and click on the ‘Create Volume’ button as highlighted in the
snapshot.
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Step I

The ‘Create an encrypted file container’ option is selected by default. Keep this
selection and click on next.

i )

“ WeraCrypt Volume Creation Wizard E“E'@
VeraCrypt Volume Creation Wizard

@ Create an encrypted file container

Creates a virtual encrypted disk within a file, Recommended for
inexperienced users,

ore information

(7 Encrypt a non-system partition/ drive

Encrypts a non-system partition an any internal or external
drive (e.q. a flash drive). Optionally, creates a hidden volume.

(") Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

Mare information about system encryption

VeraCrypt

< Back ( Mext = )
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Step lll:

Select '‘Standard VeraCrypt volume' and proceed.

i

“ WeraCrypt Volume Creation Wizard

VeraCrypt

Volume Type

@ Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume,

(7 Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

Mare information about hidden vaolumes

Help ] [ < Back Mext = [ Cancel
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Step 1V:

Create a new VeraCrypt volume by clicking on the select file option.

i

“ WeraCrypt Volume Creation Wizard

VeraCrypt

Volume Location

Select File. ..

Mever save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USE flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (Jater
on) by maving them to the VeraCrypt container that you are about
to create now.

Help ] [ < Back Mext =
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Step IV (cont):

« Once the file selector opens,
go to the location where you
want to store the new
VeraCrypt volume.

« Give the desired name fo the
volume in the ‘File name’ box
and click ‘Save’.

« Click ‘Next’ on the VeraCrypt
window.

Nofte that VeraCrypft will not
encrypt any existing files (when
creating a new volume). If you
select an existing file in this step, it
will be overwritten and replaced
by the newly created volume (so
the overwritten file will be lost, not
encrypted).
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Step V.
Leave the default settings at this step (encryption algorithm is AES) and click ‘Next’.

[ * VeraCrypt Volume Creation Wizard E' =l

Encryption Options

Encryption Algorithm

= 5] ——

FIPS-approved cpher (Rijndael, published in 1995) that may be
used by 1.5, government departments and agencies to protect
dassified information up to the Top Secret level, 256-hit key,
1258-bit block, 14 rounds (AE5-256). Mode of operation is XTS5,

Mare information on AES

Hash Algarithm

[SHA—ElE w | Information on hash algorithms

VeraCrypt

T e
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Step VI:

Specify the size of the volume
you want to create.

Create a volume large enough
to store all your data to avoid
having to use multiple
encrypted volumes.
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Volume Size

i KB  @MB ()GB  ()TB

Free space on drive C:\ is 11.37 GB

Please spedfy the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
specify its maximum possible size.

Mote that the minimum possible size of a FAT volume is 292 KB,
The minimum possible size of an exFAT volume is 424 KB. The
minimum possible size of an NTFS volume is 3792 KB.

Help ] [ < Back Mext = Cancel




Step VI

* Read the instructions given in
the window carefully.

 Create a strong password,
preferably longer than 20
characters and store it in a
secure location like LastPass.

Try using random.org to create
strong, random alphanumeric
passwords.
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Volume Password

Password: LA20YgDNhWahSRYREy2vGiba

Confirm:  LA20YgDNRWShSRYREy 2vGohal

|| Use keyfiles keyfles. .
Dizplay password
[ Use FIM

Itis very important that you choose a good passward, You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess, A good password is a random combination of upper and lower
case |letters, numbers, and spedal characters, suchas @~ =5* +
etc, We recommend choosing a password consisting of 20 or more
characters (the longer, the better). The maximum possible length is 64
characters,

Help ] [ < Back Mext = [ Cancel



https://lastpass.com/
https://www.random.org/

Step VIII:

Leave the default settings. Move your mouse within the VeraCrypt window as randomly
as possible until the randomness indicator turns completely green. Then, click ‘Format’.

“ WeraCrypt Volume Creation Wizard El (=] @
Volume Format
Options
Filesystem Cluster [7] pynamic
Random Pool: —+%+, f———, , %, *+/+/+.+% %, , ———+—, _[]

Header Ke'!rl: EE R s R s s s R R e s s ]
Master Ke'!rl: EE R s R s s s R R e s s ]

| | Abort

Done Speed Left

IMPORTANT: Maove your mouse as randomly as possible within this
window. The langer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then

dick Format to create the vaolume.
VeraCrypt

Randomness Collected From Mouse Movements

Help ] [ < Back [ Format J Cancel
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You will see a prompt telling you that a new volume has been created. At this point, if
you don't want to create another VeraCrypt volume, click ‘OK’ and then ‘Exit’.

VeraCrypt Volume Creation Wizard @

[o:l The VeraCrypt volurne has been successfully created.
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Mounting a VeraCrypt Volume

Step I

M VeraCrypt EIE
° LdunCh VeracrypT' Volurnes System Favorites Tools  Settings Help Homepage
Drive  Volume Size  Encryption Algorithm Type it
. . = A
+ Select a drive letfter to which Sz, |
e
you want fo mount the =
VeraCrypt volume. a:
-
« You can select any drive lefter. =
VeraCrypt only shows letters '
ThOT Ore OVO”Oble in your [ Create Volume Volume Properties. .. Wipe Cache
SYSTe m. Volume
\Ve v | selectFle... ]
Vet 7] Never save history | vVomeTools.. | | SelectDevice.. |
| Mount | [ Auto-Mount Devices ] [ Digmount All l l Exit ]
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Step I

Click ‘Select File'. A file selector
window will open.
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Step lll:

* In the file selector, browse to
the location where you have

your VeraCrypt volume stored.

+ Select the VeraCrypt volume
and click ‘Open’.
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Step 1V:
* Press the ‘Mount’ button.

« A password prompt will
appear. Type the password in
the password input field and
click ‘OK".

« If you have entered your
password correctly, the volume
will be mounted.
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[ Create Volume Volume Properties. .. Wipe Cache

Volume

3 : C:\Wsers\ifmruser \Dropbox\Data Team\WeraCrypt\Example'C « ’ Select File...
Weralrypl

Mever save history [ Volume Tools... ] l Select Device. ..

Mount J [ Auto-Mount Devices ] l Digmount All ] I Exit

Enter password for ChUsers\ifmruser\DropboxiData Team\VeraCrypt\ Example\Dummyl

Password: SEEEEERRRERERRRERNERRREN
PKCS-5 PRF: [nutodetecﬁon '] [T TrueCrypt Mode Cancel

[[]use PIM

["| cache passwords and keyfiles in memary

[T pisplay password

[Tuse keyfiles Keyfiles... ] [ Mount Options. ..
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Step V:

The mounted volume can be
opened by double clicking on the
selected drive as shown in this
screenshot.
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M VeraCrypt EIE
Volurnes System Favorites Tools  Settings Help Homepage
Drive  Volume Size  Encryption Algorithm Type it

] M
= E
=ak il
[ Create Volume ] [ Volume Properties. .. l Wipe Cache
Volume
“. C:\WsersYfmruser\Dropbox\Data Team\VeraCrypt\Example'C + l SelectEile... ]
Vet 7] Never save history | vVomeTools.. | | SelectDevice.. |
| Dismount | [ Auto-Mount Devices ] [ Digmount All l l Exit
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Step V (cont.):

« The mounted volume can also

be found in the COmpUTer (My @"\J’":l‘i > LITTEIE O M |"‘J‘|| Search Computer
CompreI") H cdan be Opened Organize = System properties Uninstall or change a program ~ »
by double—c;licking the A Favorites Name Type
corresponding drive letter. %3 Dropbox 4 Hard Disk Drives (4)
el & Local Disk (C:) Local Disk
+ A mounted VeraCrypt volume B Desktop o Local Disk (03 oeal Dk
behOVGS ||ke a I’eCI| d|Sk F||eS % Downloads Q@; Lenovo_Recovery (Bt} Local Disk
can be saved in this disk (Copyl =3 Libraries | s Local Disk (G) Local Disk |
move e’rc.) as you would in any 5] Documents 4 Devices with Removable Storage (1)
d|S|< drlve J”. Music .ﬂ. DVD RW Drive (F:) CD Drive
) =| Pictures
« Once mounted, files stored in a B videos

VeraCrypt volume can be
directly accessed and worked
upon.
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Mounting TrueCrypt volumes using VeraCrypt:

VeraCrypt also allows you to load TrueCrypt volumes and partitions (created with
versions 6.x and 7 .x).

Follow Steps | to Il used above for mounting a VeraCrypt volume

In step IV, check the ‘TrueCrypt Mode’ box in the password prompt, type in your
password and click ‘OK’

Enter password for C\Usershifmruser,Dropbox\Data Analytics\Productivity Data

Password:
PKCS-5 PRF: | Autodetection ~ | ] Truecrypt Mode | |LEE'|

Use PIM

Cache passwords and keyfiles in memary

Display password

Use keyfiles keyfiles... | | Mount Options. ..

« The TrueCrypt volume is now mounted and can be opened by double clicking on
the selected drive.

J-PAL | VERACRYPT: INSTALLATION GUIDE & DEMO



Dismounting a volume: ottt e

Volumes System Favorites Tools  Settings Help Homepage
° TO Close 'I'he Volume' Selec'l' The Dr.iue Volume Size  Encryption Algorithm  Type o
. . | )
drive from the list of mounted .
drives and click ‘Dismount’. —
:{]K::
* Note that the volume also gefs =
dismounted if you restart your =
operating system. =o: -
Create Volume Volume Properties... Wipe Cache
[
Volume
“ C:WUsers'ifmruser \Dropbox\Data Team\WeraCrypt\Example'T l Select File... ]
|1"l"""c”"Dl [¥] Mever save history [ Volume Tools... ] [ Select Device. .. ]
| Dismount | l Auto-Mount Devices ’ Dismount All ] [ Exit l
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For detailed documentation on VeraCrypt, click here. To download a
pdf version of the official user guide click here.
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https://veracrypt.codeplex.com/documentation
https://download-codeplex.sec.s-msft.com/Download/Release?ProjectName=veracrypt&DownloadId=1601971&FileTime=131159523662230000&Build=21031

